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35 Historic Ciphers...

Year Cipher

600 BCE | Monoalphabetic

50 BCE | Caesar
1466 | Vigenere (repeating key)
1586 | Vigenere (autokey )
1854 | Playfair
1860s | Wheatstone Cryptograph
1912 | Lugagne Transpositeur
1912 | M-94 Cylinder Cipher
1916 | M-138A Strip Cipher
1918 | ADFGX/ADFGVX
1922 | Hebern 5-Rotor
1924 | Kryha
1926 | Enigma Swiss K
1930 | Lugagne Le Sphinx
1931 | Abwehr Enigma G
1932 | Enigma |
1937 | SIGABA
1939 | Japanese Purple

Why Key Space Matters

and 4 Modern Ones

Year

Cipher

1939
1941

Japanese JN-25 Codebook
Lorenz SZ -40/42

1941
1942

SG-41 AHIt I
M-209 Pin & Lug

er

Mi

1942
1942

Enigma M4
T-52d Geheimschreiber

1943
1947

Typex Mark 22
NEMA

1952
1952

Hagelin C-52 / CX-52
KL-7

1950s
1953

Transvertex HC-9
VIC Pencil & Paper

1955/7
1956

Hagelin CD-55/ CD-57
Fialka

1976
1977

DES (56 bit)
RSA-4096

1992
2001

AT&T 3600E Clipper Chip
AES-256
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What is a Key vs. Key Space?

A Key is the set of information needed to apply to a cryptosystem in
order to encrypt or decrypta message

A Modern keys are passwords, pin #s, fingerprints, etc.

A Historic keys are usually machine settings; such as rotor
settings, plugboard connections, etc.

A Key Space is the sum of all possible keys of a cryptosystem which
are valid and unique
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Why Key Space Matters

Caution!
Key space allows easy comparisons  of cryptologic
strength between cipher systems

But é

It only measures effort for brute force attacks,
and most historic ciphers can be broken by other means

A But, key space matters because it is a pathway to:
A Unlock the mystery of how a cipher machine works
A Understand the cryptologic tradeoffs in design & use
A Enter the mind of the inventor, codebreaker, and user
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A Short Note about Scientific Notation

Cryptology commonly uses absurdly large numbers,
some of the largest encountered in the natural world

A Scientific Notation:
A Shorthand for large numbers
A Easy way to compare order of magnitude differences
A Example: 10%6i s é
- 10 times larger than 102%°
- 1 million times larger than 10 <°

A Historic precedents for describing key space in cryptology

A Historic devices use base 10 or powers of 10, ie. 10X
A Modern encryption use base 2 or # bits, ie. 2X
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Assumptions about Key Spaces

These assumptions are from the NSA pamphlet ,

AThe Cryptographic Mathematics of Enigma 0

A Maximum key space:
A The base machine is captured and known to the enemy
(per Ke r ¢ k h d’fintiged s
A Field replaceable parts (ex. rotors, reflectors) are unknown
AfiiMessage settingo ismcei ncluded

A Practical key space:
ASame as above, plusé
A Field replaceable parts are also known
A User imposed limitations  are known and exploited
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Monoalphabetic Cipher Key Space

Mono_alp_habe_tlc Cipher: Maximum & Practical
a substitution ciphe r where key space

any letter can encrypt to any 4 .03 x 1026
other letter, key space = 26! '

JKLMNOPQRSTUVWXY Z
mnopqgrstuvwXxyzaboc

_ Caesar Cipher: _ Maximum & Practical
the simplest monoalphabetic key space

cipher, shift of alphabet from 25

1 to 25 positions

Why Key Space Matters Copyright © 2023 (CC BY 4.0) CipherHistory.com 7
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Vigen ere Disk Example Key Spaces

Repeating keyword
key space = 26 (keyword length)
Example: keyword is
i Ma n c h Bhiff ce P61°
Maximum & Practical
key space

1.68 x 104

Autokey or book cipher
key space = 2@ (message length)

Example: message is
314 characters - 263

Maximum & Practical
key space

2.00 x 10%*

Autokey , invented by Vigeneéere, or a book
cipher means key is as long as the message
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Playfair Key Space

Playfair 5x5 matrix = 25!
(But for each matrix, shifting  rows

or columns 1 -5 places are equivalent )
25! | (5x5) = 24!

Maximum & Practical
key space

6.20 x 10%°

Why Key Space Matters Copyright © 2023 (CC BY 4.0) CipherHistory.com 9
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Wheatstone Cryptograph Key Space

Inner disk alphabet
IS the key = 26!

Maximum & Practical
key space

4.03 x 10%°
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Lugagne Transpositeur Maximum Key Space

Offset fixed : 1

10 pairs alphabet strips:

20 strips: (26!) %°=
1.30x10°%

Order: 1

I POTVCEZErORCE—OTY,

=eT>

mea e E

DN —

Maximum key space P

1.30 x 10°%2 e

NEYow> oo <HURTOUVPZEC LR

BARBOTHEU 47 Bue Birancza PARIS

Photo credit: Ralph Simpson, CipherHistory.com
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Lugagne Transpositeur Practical Key Space

Offset fixed : 1

10 pairs alphabet strips:

20 strips: 1 %°
Order: (10!) ¢ =
1.32x10%°

Practical key space =

1.32 x 1013

VP ZEC LR

3 L BARBOTHEU 47 Rus

Photo credit: Ralph Simpson, CipherHistory.com
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M-94 Maximum Key Space

Photo credit: Ralph Simpson, CipherHistory.com

Row offset: Disk order on Mixed alphabet on disk:
=25 spindle: =1 (261)25 = 1.38x10%%

Maximum key space

3.45 x 10°°°

Why Key Space Matters Copyright © 2023 (CC BY 4.0) CipherHistory.com 13
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M-94 Practical Key Space

Photo credit: Ralph Simpson, CipherHistory.com

Row offset: Disk order on Mixed alphabet
=25 spindle: = 25! on disk: = 1%
The key space for the cylinder
cipher has been incorrectly Practical key space
reported as (#disks)! since its
invention by Thomas Jefferson, 3.88 x 10%°

which ignores the row offset
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M-138A Maximum Key Space

30 Strips:

30 mixed strips
(261)30=1.47x10"®
Order: 1

Offset; 25

Maximum key space

3.69 x 107

Why Key Space Matters
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Photo credit: Ralph Simpson, device at NCM. Ft. Meade, MD

Copyright © 2023 (CC BY 4.0) CipherHistory.com

15


https://creativecommons.org/licenses/by/4.0/

M-138A Practical Key Space

30 Strips from 100:

30 mixed strips: 1
C(100,30) = 2.94x10%°
Order: 30!

Offset: 25

Practical key space

1.95 x 10>°

Why Key Space Matters
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Photo credit: Ralph Simpson, device at NCM. Ft. Meade, MD
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ADFGX Cipher Key Space

X|D|F|A|GIA[DID|G|F|F|X|A[A|X
F|x|p|D|F|G|G|X|F|G|A|D|D|X|D

X|F|G|G|D|X|A|A|X|A|D|G|G|F|X
A|GIA[X[DIX|ALFIX[GIF

5x5 Substitution table: Transposition 16 -23 columns:
23

= 25! = 1.55x10%° x n! = 2.70x102%2

n=16

Maximum & Practical
key space

4.19 x 10%
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ADFGVX Cipher Key Space

G|3|/QF 6]L]

B DONENENEEENERRGE
0o s a c 1 Malelx|v]i]s[c]e]x|7[ca[o]o[x[o
Lios s uls WoTolv[olo[vIx|a[a]2[alo[s[v]F]x

4N 7 w 2 P ![D[8|5/A[4][D|FIV[V|X|G|F
6x6 Substitution table: Transposition 16 -23 columns:
= 36! = 3.72x 10" %l = 2701022

n=16

Maximum & Practical
key space

1.01 x 10°%*
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Hebern Maximum Key Space

S Rotors:

Wiring: (26!)°=
1.07x10%%

Order: 1

Side: 1

Start position : 26°

Maximum key space

1.27 x 100

Photo credit: Smithsonian National Museum of American History, Washington, DC
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Hebern Practical Key Space

5 Rotors:

Wiring: 1 °

Order: 5x4x3x2x1
=120

Side: 2°

Start position: 26 °

Practical key space

4.56 x 10%°

Why Key Space Matters

Photo credit: Smithsonian National Museum of American History, Washington, DC
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Key Spaces of Historic Cipher Machines

Year Cipher Maximum Key Space | Practical Key Space
600 BCE | Monoalphabetic 4.03x10%6 288 | 4.03x10%6 288
50 BCE | Caesar 2.50x101 25 2.50x10t 25

1466 | Vigeneére (15 char. repeating key) 1.68x10%1 271 1.68x1021 271

1586 | Vigeneére (314 char. autokey ) 2.00x10444 21476 | 2 00x10444 21476

1854 | Playfair 6.20x102® 279 | 6.20x10%3 279

1860s | Wheatstone Cryptograph 4.03x1026 288 | 4.03x1026 288

1912 | Lugagne Transpositeur 1.30x10%32 21768 | 1 32x1013 244

1912 | M-94 Cylinder Cipher 3.45x10066 22214 | 3.88x1026 288

1916 | M-138A Strip Cipher 3.69x107%° 22656 | 1.95x10%° 2197

1918 | ADFGX 4.19x1047 2158 | 4,19x1047 2158

1918 | ADFGVX 1.01x1084 2213 | 1.01x1064 2213

1922 | Hebern 5-Rotor 1.27x10140 2466 | 4 56x1010 235

Why Key Space Matters
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Kryha Maximum Key Space

Historical Deduction

Georg calculated the Kryha key space | 17 Segment wheel:
4.57x10°°and claimed only immortals 17
. - : # patterns: 26
ould break it. William Friedman and others P B
broke Khryai n 2 hours and Prarhppsient &6 é

therefore, Friedman is immortal!

Cipher rotor:
Mixed alphabet : 26!

Start position: 26

(261" x 26!) x (26 x 17) =
(4.57x10°°) x (26 x 17)

i

Maximum key space

2.02 x 10>

Photo credit: Invaluable Auctions
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Kryha Practical Key Space

Cipher rotor:
Mixed alphabet : 26!

Start position: 26

Practical key space

1.78 x 10°%°

Pin wheel (0-16 pins):
# wheels: 1
Start position: 17

Photo credit: Invaluable Auctions
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Swiss K Enigma Maximum Key Space

Reflector:

Wiring: 7.91x10%
Start position: 26

3 Rotors :
Wiring: (26!)°
Order: 1
Ring setting: 26 2 | | Bttt L) !
Start position: 26 3 ’ @ ® @ @ ® ®0 0 o 2 ® sl
CNCNORCRONCNON B\
@ ) @ © ®® @ ® O 8

e —

Photo credit: The Military Museums, Calgary, Alberta, Canada

Maximum key space

1.60 x 10t
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Swiss K Enigma Practical Key Space

Reflector:
Wiring: 1
Start position: 26

3 Rotors :
Wiring: 13
Order: 3x2x1=6

Ring setting: 26
Start position: 26

®000® 00
90 ® 006 0®

Photo credit: The Military Museums, Calgary, Alberta, Canada

®®

Practical key space

1.85 x 10°
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Lugagne Le Sphinx Maximum Key Space

Offset fixed : 1

.....

Photo credit: CryptoMuseum.com

20 interchangeable
alphabet strips:

20 strips: (26!) *°=
1.30x10°%
Order: 1

Maximum key space

1.30 x 10°%

Same key space as
Transpositeur cipher

Why Key Space Matters Copyright © 2023 (CC BY 4.0) CipherHistory.com
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Lugagne Le Sphinx Practical Key Space

20 interchangeable
alphabet strips:

20 strips: (1) %°
Order: 20! =
2.43x10%

Offset fixed : 1

B TMONDPNCXE

- D0omMeT

Practical key space

2.43 x 10%*

2Z0T0IN-C<3
AR NEROTM TR

Photo credit: CryptoMuseum.com
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Abwehr Enigma G Maximum Key Space

Reflector:

Wiring: 7.91x10%
Start position: 26

3 Rotors :
Wiring: (26!)°

Order: 1

Notches : (2°°)°

Ring setting: 1°

Start position: 26 > o

@@@@@@@@@?
ONONONOROEOROKD)
ONORORORVRORORORORE

Maximum key space

7.17 x 10*%t

Photo credit: Bletchley Park Trust
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Abwehr Enigma G Practical Key Space

Reflector:

Wiring: 1
Start position: 26

3 Rotors :

Wiring: 13

Order: 3x2x1 =6

Notches: 1°

Ring setting: 26 ° oty
141 . 3 P %Y ‘X :C v B N M L

Start position: 26  boeew )®-®.®.®:

ONONORORORORIRY

POP0VOPOP |

Lo |
Y =
= o
{ =

Practical key space

4.82 x 10%°

Photo credit: Bletchley Park Trust
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Enigma | Maximum Key Space

3 Rotors :
Wiring: (26!)°
Order: 1

Ring setting: 26
Start position: 26 3

Reflector:
(2p-1)(2p-3) é (1) =%7

Plugboard 0-13 plugs : | -
x C(26,2p)x(2p-1)(2p-3 ) é ( 1) “zp @
5.33x10%4

Maximum key space

3.28 x 104

Photo credit: Ralph Simpson, CipherHistory.com
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Enigma | Practical Key Space

3 Rotors from 5
Wiring: 1 3

Order: Bxgx24 ~
Ring setting: 26
Start position: 26 3

~—— L |- N o |\ — A4

|

In mid -1940, Germany changed 2 procedures

1.NO ROTOR IN SAME POSITION from previous

day, rotor settings reduce from 60 to 32 daily
Plugboard - 10 cables: 2.NO 3-ROTOR COMBINATION REUSED in same

1 51x10% month; settings reduce from 60 to 30, or 50%
o 1&2 above: (32+16)/2=24 avg. rotor orders

Reflector : 1

Practical key space

4.01 x 1023

Photo credit: Ralph Simpson, CipherHistory.com
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SIGABA Maximum Key Space

5 Index rotors:
Wii g: (10!) °
Order: _°

;\ . : / : : Side: ’- “

o ), . "’g:y;‘l'-;.- 5 e :

O oy SES Start position: .0 °
. g Index rotor logic:

10!/ 2°=1.13x10°

10 Cipher /
control rotors

Y ., Wiring : (26!)°
Order: 1

Side: 1

Start position: 26 1°

i , A \ r

| Maximum key space
1.82 x 10%%
£

Photo credit: Ralph Simpson, device at NCM. Ft. Meade, MD
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SIGABA Practical Key Space

5 Index rotors:
Wii g: (10!) °
Order: _°

Side: ". -
Start position: 10 °

Index rotor logic:

10!/ 2°=1.13x10°

10 Cipher /
control rotors

Wiring: 1'°
Order: 10!
Side: 21°
Start position: 26 1°

Practical key space

5.95 x 10°
/

Photo credit: Ralph Simpson, device at NCM. Ft. Meade, MD
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Japanese Purple Cipher Maximum Key Space

Input plugboard :

Non-reciprocal: 26!

20 consonants

Three - 20s

stepping
switches :

Wiring: 13
Order: 3x2x1 =6
(fast, med., slow)
Start position: 25 3

One - 6s

stepping
switch

Photo credit: Ralph Simpson, device at NCM. Ft. Meade, MD

(261)(6x25°3)(25)(26!) =

Output
plugboard :

20 consonants

Non-reciprocal: 26!

Maximum key space

3.81 x 10°°
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Japanese Purple Cipher Practical Key Space

Input plugboard :

Non-reciprocal: 26!

20 consonants

Three - 20s

stepping
switches :

One - 6s

stepping
switch

: Wiring: 13
Initally 120 | Order: 3x2x1 =6
start positions were used, (fast, med., slow)
by 5/1/1942, 240 were used Start position: 2& 3

Photo credit: Ralph Simpson, device at NCM. Ft. Meade, MD

(26!)(6x240)(25)(1) = Output
_ Input and output plugboard :
Practical key space plugboards are | consonants
1.45 X 1031 Set |dent|Ca”y, -I-\i ------------- I 2b
2nd plugboard - 1 on-reciproca

Why Key Space Matters Copyright © 2023 (CC BY 4.0) CipherHistory.com 35
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Japanese Naval Code JN -25 Maximum Key Space

five -digit codes: = 10°

five -digit additives: = 10°

(MK 7 =)
50 2473 56 3902

—I—T_-—__-——-
35628 80562 | 01 147 88137 93504 21580 58665 97820 17326 S¢

63454 07541 'ssazﬁ 38803 42393 | 94804
78346 37569 43223 01494 14713 | 46230

48704 IISST BIDTB 9056‘-'-25006 84864

58431 96434 | 33724 57582 75084 | 54976
95883 21137 67209 29321 98312 | 05937

04722 58423 82158 76806 4930139186
22039 61220 56471 41787 34328| 78153
70850 445261 18789 60024 54267 | 10645

/3 83298 74802 | 03172 15648 26854 | 02163

Photo credit: Odacir Blanco via Wikimedia

15 44 | 81 &

18478 04047
32552 5BGGT
G7G11 40964

16316 30250
89563 74978

771288 20120 |
46194 85468
09150 62621

92218 13055

Commons

32421] 2 -8 |
‘151EII| l‘:.-fi"-'"? 11515E FES iy
18598 | R/ Bmafr2x(r~) =

J444s| £ N |z~
86597 E7 RN | =W’
;8211 £o@ | 27

———

55583 K/ MK 50668 27 W
gsgigl k@ 12219 Z>em:
51111! (A 81824] X2 AW

=4 - —— ——

Photo credit: StationHypo.com

Example:
33917 36 (100 word message) X
N2 o 10° x 10° = 10%

47620 97
82317 4
00156 §

12090 W

s 1.00 x 10%

84914 6

Maximum key space

Why Key Space Matters Copyright © 2023 (CC BY 4.0) CipherHistory.com 36
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Japanese Naval Code JN -25 Practical Key Space

27,500 five -digit codes

30,000 five -digit additives

50 2473 56 39]02 15

35628
63454
18346
48704
5843}
95083

04722
22039
10850

'3 83298

Why Key Space Matters

a7 =)

80562 | 01 147 88137 93504 | 21580 58665 97820
0?541;55325 38803 42393 | 94804 78478 04047
37569 43223 01494 14713 | 46236 32552 58667

11557 | 81078 90567 25006 84864 67611 40964
06434 | 33724 57532 75004 | 54976 16316 30250
21137 67209 29321 98312 | 05937 89563 74978

58423 ' 82158 76806 49301 |39186 77268 20120
61220 ' SG471 41787 34328 78153 46194 85468
445261 18789 60024 54267 | 10645 09150 6262)

74802 | 03172 15648 26854 | 02163 92218 13056

Photo credit: Odacir Blanco via Wikimedia Commons

44 | 81 ¢

17326 S¢
133917 3¢
91712 0t
47620 9;
52377 4
00156 §
| 72090 1!
| 25594 71
65227 1

84914 6

32421
493515

Z =K

P

| 'y

| Z‘tr-:
AN

{ Z‘H‘.u

] e

| 2 =K

1’

12218
81824

Photo credit: StationHypo.com

Example:

2w
Z 3 AW

(100 word message) X

27,500 x 30,000

Practical key space

8.25 x 10

Copyright © 2023 (CC BY 4.0) CipherHistory.com
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Lorenz SZ -40/42 Key Space

2 Mu rotors: 5 Chi rotors:
# pins: 37,61 # pins: 41,31,29,26,23
Pin setting: 2 °° Pin setting: 2 **°
Start position: 37x61=2257 Start position :(pins)=2.20x10

5 Psi rotors:
# pins: 43,47,51,53,59
Pin setting: 2 2°3

Start position:  X(pins)=
3.22x10°

2°%1x (pins positions) =
2°%1 x (1.60x10%°) =

Maximum & Practical
key space

1.05 x 10%7°

Photo credit: Ted Coles, at The National Museum of Computing on
Bletchley Park
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6 Rotors:
# pins: 25,25,23,23,24,24
Pin setting: 2 ** WCLEEEE e
= 2.23x10%3 - ., e s CH M
Start position: 25 2x23%x242 - EEEEERT .-

= 1.90x10°
I

_ = ] W
|
|
|

E u E ! m :
a B . i
= -—-M |

Maximum & Practical
key space

4.24 x 10°*

Photo credit: Klaus Kopacz
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M-209 Maximum Key Space

Lug Settings:
(22 lug settings & 27 bars)
C(n+k-1,k) = (n+k-1)!/(n-1)'k!

C(48,27) = (481)/(21! x 27")
= 2.23x10%3

6 Rotors
Pin setting: 2 3¢

= 2.72x10%
Start position:

trteteti 26x25x23x21x19x17
A = = 101,405,850

'Y i
EER e tw S AE
BT —
iR 0 U
= 1

Maximum key space

6.16 x 10°°

Photo credit: Ralph Simpson, CipherHistory.com NSt ar s an d Bar s (‘) f
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M-209 Practical Key Space

Lug Settings

With US Army Constraints
of 1942 = 2.18x10"

2 131

= 2.72x10%
Start position:
26X25x23x21x19x17
= 101,405,850

Pin setting:

/ Practical key space
4 p & A 1 Y 6.02 x 10°8

Photo credit: Ralph Simpson, CipherHistory.com
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Enigma M4 Maximum Key Space

Thin Rotor: Reflector:

Wiring: 26! (2p-1)(2p-3) é 1
Order: 1

Start position: 26

3 Rotors :
Wiring: (2613
Order: 1

Notch (single or dual):
[(26)+(26x25)]° = 26*
Start position: 26 3

Plugboard 0-13 plugs:

5.33x10%

Maximum key space

2.33 x 10
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Enigma M4 Practical Key Space

1 Thin Rotor of 2: Reflector:

Order: 2
Start position: 26

3 Rotors of 8:
Wiring: 13
Order: 8x7x6 = 336

Notch setting: 262
Start position: 26 3

Plugboard 10 plugs:

1.51x10%

Practical key space

3.13 x 10%°
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Key Spaces of Historic Cipher Machines

Year Cipher Maximum Key Space | Practical Key Space
1924 Kryha 2.02x10°> 2177 | 1.78x10%° 29
1926 | Enigma Swiss K 1.60x10%01 233 | 1.85x10° 231
1930 | Lugagne Le Sphinx Strip Cipher 1.30x10%°32 21768 | 2.43x10%4 281
1931 | Abwehr Enigma G 7.17x10%2t 2405 | 4.82x1010 235
1932 | Enigma | 3.28x10114 2380 | 4.31x1022 27°
1937 SIGABA 1.82x1028> 2941 | 595x10%8 2%
1939 | Japanese Purple 3.81x10%° 2198 | 1.45x103t 2104
1939 | Japanese JN -25 Code (100 words) | 1.00x1012 240 8.25x1010 236
1941 | Lorenz SZ -40/42 1.05x10%70 2565 | 1.05x10170 2565
1941 SG-41 nHitler Mi | ||&4.24x1051 2171 | 4,24x10%1 2171
1942 M-209 Pin & Lug 6.16x109° 2202 | 6.02x1058 2195
1942 | Enigma M4 2.33x1014> 2483 | 3.13x10%> 2%

Why Key Space Matters
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T-52d Geheimschreiber Maximum Key Space

Rotor plugboard switch:

10 rotors: 47,53,59,61,64, 10 rotors order : 10! =
65,67,69,71,73: 3,628,800

Wiring: 2 °%°= 2.23x10*%°

Stepping: 1

Start position: (47x53x59x

61X64X65X67X69X71x73)

= 8.94X10Y

Maximum key space

7.23 x 1073

Photo credit: Reidar Olsen, Norway
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T-52d Geheimschreiber Practical Key Space

Rotor plugboard switch:
 rotors: 10!/5! = 30,240
"rotors: 30 (n

10 rotors: 47,53,59,61,64,
65,67,69,71,73:

Wiring: 1
Stepping: 1

Start position: (47x53x59x
61X64X65X67Xx69X71x73)
= 8.94X10"’

Practical key space

8.11 x 10%°

Photo credit: Reidar Olsen, Norway
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Typex Mark 22 Maximum Key Space

3 Rotating rotors: 2 Static rotors of 8:
Wiring: (26!)° Wiring: (26!) 2
Order: 1° Order: 17
Side: 1°3 Side: 12
Notch setting: 2 “° | Notch setting: 1°
Start position: 26° | Start position: 26 2

Entry disk
Entry plugboard :
disk:

Non-reciprocal =

Reflector:

Reflector plugboard :

Reciprocal =
7.91x10%*

Maximum key space
1.82 x 101 —
Photo credit: Lawrence Wilkinson
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Typex Mark 22 Practical Key Space

3 Rotating rotors: 2 Static rotors of 8:
Wiring: 1° Wiring: 12
Order: 8x7x6 =336 | Order: 5x4 =20
Side: 23 Side: 22

Notch setting: 26 ¢ | Notch setting: 1°
Start position: 26° | Start position: 26 2

Entry disk
Entry plugboard :

disk: Non-reciprocal =

Reflector:

Reflector plugboard : Y s . B i
Reciprocal = .. % = '- 5 e A
Practical key space W Sl b

5.51 x 10> ‘
Photo credit: Lawrence Wilkinson
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NEMA Maximum Key Space

Reflector :

Wiring: 7.91x10%
Start position: 261

4 Cipher rotors:

Wiring : 26!% = 2.65x10%%
Order: 1
Start position:

Stepping adjustment screws: 14

W S|

26*

4 Stepping rotors:
Notches: (2°°)*= 2.03x103!
Order: 1

Start position : 26*

Entry rotor :

Wiring: fixed
Start position: 26!

Photo credit: Ralph Simpson, CipherHistory.com
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NEMA Practical Key Space

Reflector :

Wiring: 1
Start position: 261

4 Cipher rotors:
Wiring : 1%
Order: 6x5x4x3 = 360
Start position: 26*

Stepping adjustment screws: 14

W S|

4 Stepping rotors:
Notches: 1 4

Order: 6x5x4x3 = 360
Start position : 26*

Entry rotor :

Wiring: fixed
Start position: 26!

Photo credit: Ralph Simpson, CipherHistory.com
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Hagelin C -52 Maximum Key Space

5 Stepping bars: 27 Cipher bars:
5 stepping bars n=2% lug settings & k=27 bars
Printer offset - have fixed teeth C(n+k-1,k) = (n+k-1)!/(n-1)k!

Printer wheel vs settable lugs, C(90,27) = (90")/(63! x 27!)
offset: 26

so # settings = 1 = 6.88x10%2

6 Rotors ( 25,26,29,31,34,37,
38,41,42,43,46,47):.
238+41+42+43+46+47

Pin setting:
= 2%7=2.32x10"’

Order: 12!/6! = 665,280
Start position: 38 x41x42x
43x46x47 = 6.08x10°

Maximum key space

1.68 x 10/

Photo credit: Ralph Simpson, CipherHistory.com NSt ar s and Bar s o
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