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M-94 Cylinder Cipher

US Army M -94
Cipher Device
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A Main US battlefield cipher device, 1922 -43
A Navy version named CSP -488, issued 1927
A Each of 25 wheels have a unique mixed alphabet

A Key is the order of wheels on axle
Alabeled insideB -1,C-2, ¢é -2560 Z
ALabeled outside AB, AC, ¢é to AZ

A To encipher, plaintext arranged on ruler, any other row is ciphertext
ATo decipher, ciphertext is placed on ruler, user finds plaintext line
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Invention of Cylinder Cipher

A Original invention by Thomas Jefferson, third President of US!
Al nvented AWheel Cyphero c. 1795
A Only one known to exist, in NSA Museum

A 36 wheels, Jefferson correctly calculated key space as,
nN372 with 39 cyphers [zeros] adde

AWheel Cypher | ost to history unt i

papers in Library of Col\?_%réle(s:ai%elr%zigﬁel?y Dr. John M. Manly

Jefferson Wheel Cypher
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The Spark that Ignited the Wheel Cypher

A Inspiration may have been Chinese letter
locks, popular in France at the time

AlJeffersonds | ibrary ha
AEncyclopedie Methodiqgue , 0 wi t h a
on Chinese letter locks

A Jefferson wrote letters to editor of this
magazine and gave subscriptions to
others, including B. Franklin & J. Madison

A Jefferson had life -long interest in ciphers
and message secrecy

A Wheel cypher was clearly superior to the Thomas Jefferson, 1791
Vigenere disk or other manual methods of the time

A Inexplicably , after his invention, Jefferson
advocated use of Vigenere table for the
Lewis & Clark Expedition, and columnar
transposition for the Secretary of State

Chinese letter lock
M-94 Cylinder Cipher Copyright © 2022 (CC BY 4.0) CipherHistory.com 4
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Jefferson Paper nThe Wh

APaper describes construction, usage instructions, key space proof

;.4‘ r{“—tl f-?fl‘ﬂ"- Nw“

& bglondor J Al o o st U diam. ard b8 i o b S i Nl ol 3 M8 o .
g Lo K L . Ky wk ool e 4 = [ . Jtlk' ﬁh,t-hn‘a.r”ﬂ-rrﬂf'f& GMH! b : AR TR -
oy, bale Mooy VR L Ko’ sufReindt "o sialtun o tron b, 4 deflavet agplavs v o prre Jﬁ,g.'f.....l'mmh,g.

Wt ik e . o 5 = . ek, g g b - e o a ‘
"'.'”ﬂ *:\“.‘t 2’:}"5 '.r":&‘"“ iﬁLﬁ e ﬁ‘”}'f;‘.ﬁ‘-p o 14 dew 0 b .:"m« e Ha vcormioer fﬂum '{‘l’"“ £ rales ot ““‘""""l"ﬂ"'
i 1 [ A e . * el . # ' -4 =% - ) -. Ty ..y b B
P by £y sl i ey TN B A Modoalemicn Vol Worm gucsasisshy onle ena s blar Y e
3 P I R LTS e Bl W b f font o il ik e il e

Al A e & P » ¥/ $ 7 % ; . . wn fev v
P ot ) SRS it (85 plaiad f b o R gkl Y ansegurnsly I defleart ciplens Jltgobocyform - e
e T T hom “& g i, rervethersar b1, axtinaly unumdelliq Ll 1‘“....& ov . for Ha' doory ova provind e
N I S A e o ner e e 0.3 o o il iy s 2 = P kv of V-
: 7 - A @l g, m e ! M‘_‘”.ﬁ"’ may &b — Ay Ayl bt rvartad; bud eval bl den d""“l"" Ve et .’M‘ ™
—%M Mﬂw‘_& u'.. = s ﬂ'n:""“’ {.."" o i o \_&"- ,“J" e ) .
,:W.f"l., ballosar e Clagd h‘*hfﬂ’& m“f”‘-“,‘muf *".':'.‘:_“;{""‘""f f .
v Maw e ol ilad orior, Lot sl S Wndfnit o llli Ystisit 1o 8l
‘-MIM be alife, s :itfu.glr Lu‘ I—h‘m ‘“"m ”‘" Lo
Rt T POV SRR PSP TR
#a m..,’,&ud&'w?&u A i amgy ﬁm}wﬁ-q;;' qen.
ke il Moy are Wiy vealy forr 4dt, Sl vy, :
s - el 1.
Seppurse | hosic T wpphir Ha s
- Aood . ’ . 8 - d .. W

¢

,

~ La ]
N } i ek I
gl Ll A Ll prcents Bty

S Lafan 't - ‘.ﬁ!ﬂ'ﬂnﬁf{fq?!;:ﬁf N
,.Hrﬂ‘-w Ly ~ E"].’%",’_‘:‘"‘f"ﬂ‘ & ‘,{’"f 1{1 nield AR s o Rasle sden Wt 3. Clls AEE sake 8 dfferard sovirs, Wow Mo i
".‘e"'“"‘!.‘_'“ Y “d:.\‘ufmu ¥ S . v b __'.,‘,a.-;_w“u:...tm...a., u,‘..;'.'\?;‘_""“./ﬂ.**
! by Jis e o S i gty Have Al be U4 sories w1k, - IRTR NG,
[ Hay . el i ™ Ml.*ﬂuﬂﬂl.&‘fh"LMoa'AM{huA -
. i lond,, Sen. 1’1".. - f”;leL erias, tond i, s vt ta LN ESoian i Free (01 ag,
Crer J'A'q:gm a9 h L"‘Malfm-’r dd “EM"' adf e "““ ‘u‘”ﬂfﬁ MMI%M*'&.ML J‘-‘\’.'I?‘l_-l‘ﬁ. é .l
voriis | bk Jumdled V A pit o W dridany Mﬂ‘""*"‘-%‘“d‘hhﬂfw-w.ﬁ\n;un rué
MJLWBWMM.I‘“&“ ""‘kmb“ﬂ‘h‘_“”- ' .
‘g A Aa takaw hit iglonder nd drangas Hu P o e iy bon bob D lovg (lich prndbably il e b apasanion 8 lomglhy oq
Jrmas

o My
hm

s
Y

o e [ dleD EFloos i M s By B, K P, o g e ﬂ Fore ;gz« Ooft L 2 M, o
. » - - i o L W d PRt . N comdnvallon o il INLEYR AR T REN AR ke b
'w : My 20 4 rez, At frrtd MfW«r A nnulu.hn-:u’.|,|,_|ln'nﬂ,,..,.,.“.“mr._..‘.,’m._"m.“wmm”l .;‘
fada U e, ¢ Mo 21° o vascannad.’ ol La ontis Bna ’
A-_d"lﬁv"”-uﬂmﬂ hgmﬂjvm_umu Ai cann ot s fo e
Ha Trs s indended so prrocend A# acany SHan - 8 o -
4.&.;@..4,-9 7 (ot NaprasendeD lng Callins Add fiE
- : Vel & /G groe ;
; : o dlinded wls A soslad eyl Lo -
P PRLT RIS ik i W Ao e Paper transcribed here:

(2 amarical a1 vall av alplaldial Mo’bﬂ'-.!"‘*‘:rf\.&lﬂoﬂl e
Bt o 4 . . .
e o g L5 o o "’:.‘ﬁt‘:',@.‘.t'i‘ig:f: CipherHistory.com/jefferson3 .

P 4

Ak gns '
'

M-94 Cylinder Cipher Copyright © 2022 (CC BY 4.0) CipherHistory.com 5


https://creativecommons.org/licenses/by/4.0/

Jefferson Cipher for Lewis & Clark

AVery detailed instructions on
using a Vigen ere table for
Lewis & Clark Expedition

AWritten by Thomas Jefferson

In 1803

ANo evidence it was ever used
AWhy wasnodot the W

recommended?

M-94 Cylinder Cipher
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Independent Inventions of Cylinder Cipher

A Cylinder and strip ciphers are  cryptologically identical

AWi | | i am Friedman coined the term
this type of device, since it uses multiple, simultaneous alphabets

A Independent inventions spanned 120 years
1. Thomas Jefferson, ¢.1795
. Charles Babbage, 1854
Etienne Bazeries, 1891
. Arthur J. Hermann, strip version in 1893
Col. Oliver Ducros, 1900
George Lugagne , strip version in 1912
Capt. Parker Hitt, strip and cylinder versions in 1912

® N o U AW N

Lt. Russell Willson , strip version in 1916
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2"d Invention of Cylinder Cipher

A Charles Babbage describes cylinder cipher in letter to editor of
AJournal of the Society of Ar t s #8854 n

AHe built a cylinder aentre,leachcircei t h,

having on iIits circumference the 2
AHi s autobiography included a chap
Deci pheringo saying, NThese two s
allied than might appearéo

A Babbage left no evidence that his cylinder cipher was ever
constructed
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3"d Invention of Cylinder Cipher

AInvented in 1891 by
Major Etienne Bazeries,
of French Army

AFirst cylinder cipher to
have public disclosure

A 20 wheel cipher

A Independent invention,
probably from the
same letter lock idea
as Thomas Jefferson

A Broken by the Marquis
de Viaris in 1893, so it
was never adopted by Bazeries Cylinder
the French military

ABazeries previously solved a de Viaris cipher, so there was a
rivalry between these men
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4" and 6™ Inventions of Strip Cipher

A Two French inventors came up
with the idea of the first strip
cipher devices

A Arthur J. Hermann invented an
18 strip device in 1893

A George Lugagne invented a 20
strip device in 1912, patented in
1913

A Lugagne device used 10 strips
on top and 10 different strips on
bottom, which limits strength of
cipher

Lugagne strip cipher device

A In 1930, Lugagne designed a new strip cipher called Sphinx,
which allowed all 20 strips to be used interchangeably
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5t Invention of Cylinder Cipher

ACol. Oliver Ducros of Italy invented the Ducros Scotograph in
1900

AScotograph is an instrument for writing in the dark
A 13 disk device similar to the Bazeries, but with embellishment
ANot accepted by Italian military

M-94 Cylinder Cipher Copyright © 2022 (CC BY 4.0) CipherHistory.com
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8th Invention of Strip Cipher

{ Lt. Russell Willson

AInvented by Lt. Russell Willson in c.1916
AWillson later became Vice Admiral in US Navy

A 25 strip Navy Cipher Box (NCB) first issued on
June 12, 1917, made obsolete in 1935

ANCB upgraded to Mark Il in 1918, 1000 issued

A Eight different sets of alphabets were issued
for different naval networks

A President Wilson used NCB, which he operated
personally at the 1919 Paris Peace Conference

A For his invention, Willson was awarded Navy
Cross, second highest award

A President Roosevelt signed Act of Congress,
awarding Willson $15,000 in 1935 (about $300K
Il n todayos dol |l ar s)

Navy Cipher Box
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7" Invention of Cylinder Cipher

AUS Army Capt. Parker Hitt
iInvention in 1912

A Hitt did not know of the o e RN
Jefferson or Bazeries ® R
Inventions R

ALt. James G. Taylor, a
classmate in 1911, made a et |
cylinder and strip device to T e
decipher the Army Clpher Parker Hi t 1947sIrawing from memory
Disk

AlIn Feb. 1912, Hitt developed
his device for deciphering
Army cipher disks, using 12
pairs of wheels

Aln 1947, Hitt sketched his
Invention and later found a
picture of it

Parker Hi t firsbcylinder device, Feb. 1912
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Hi t Inspisation for the Cylinder Cipher

Aln Aug. 1947, Hitt drew a picture of his cipher device, from memory
A He mistakenly said the training class was in 1913

A Since then, Hi t ihvérgion was incorrectly dated to 1913 or 1917,
until Betsy Smoot verified that the actual class date was 1912 and
the picture of H i t firsbcpher cylinder was dated Feb. 1912

A The device he made was for deciphering enemy Vigen ere disks,
and he describes his inspiration:

N O naday during the summer of 1913 [1912] | went into the lab

shop toworke and picked up a rod on w
mixed alphabet disks for safe keeping the day before. By pure

accident, one line of the first two disks spelled TH and the idea

came to me to discard the plain text disk and the reading stripe

and to set plain text to any line of the mixed alphabet disks and

to send any other line as the cipher message . ©

A Hitt pursued the strip version of his invention, leaving Mauborgne
to design the M -94, sometime between Sept. 1916 to Aug. 1917

oOParHietRtiérsst Cyl i nder Ci RdéhalyS nibeoviCep®léfad , Bduseg 11, 2015
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M-94 - A Plethora of Prototypes

A M-94 designed by Mauborgne,
from 1912 Hitt invention

AFirst 2 prototypes in early 1917
made of red fiber and hard
rubber (top), letters on paper

A 2 were made of all brass on
wooden base (middle)

A Later prototypes made of
brass/Bakelite (bottom) or
brass/solid aluminum

A Betsy Smoot, NSA historian,
say multiple prototypes are
documented in NSA archives

A William Friedman claims US
Army Signal Corps adopted
the M-94 in 1918

https://www.nsa.gov/Portals/70/documents/news-features/declassified-documents/friedman-documents/lectures-
speeches/FOLDER_163/41744749078395.pdf
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M-94 - A Picture Gallery

1st hard rubber
prototype at NSA
Museum T note
letters on paper

strips glued to
disks

Wheel from
'l"l' brass/Bakelite
l| prototype
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M-94 - A Picture Gallery

Brass/Bakelite
prototype with
aluminum M -94
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94 - A Picture Gallery
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Brass/aluminum prototype from the collection of Dr. Nicholas
Gessler. This prototype is an exact copy of the brass/Bakelite

prototype. These pictures are copied by permission of Dr.
Gessler and can only be used with his prior approval.
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Last M -94 Prototype?

A This M-94 prototype from the estate
of Bill Lear, founder of Lear Jets,
co-founder & inventor of Motorola

A Lear enlisted in Navy at age 16, was
radio operator and trainer, 1918 -20

ANSA c | alm 18%7, thefSignal
Corps widely adapted Colonel Hitt's

Aluminum production model

cylindrical device © next to brass/Bakelite prototype
A Hitt was Asst. Chief Signal Officer in France in 1917, CSO in 1918
ARPrototype possi bl attachése d MWL i | i t

I Betsy Rohaly Smoot, NSA Historian

A From NSA archives, Smoot says there were several prototypes
developed, the brass/Bakelite version is so close to the final
aluminum version, it is likely the last prototype

A Two brass/solid aluminum M -94s are known to exist and about 7

brass/Bakelite versions

https://nsa.gov/About-Us/Current-Leadership/Article-View/Article/1621575/colonel-parker-hitt/
M-94 Cylinder Cipher Copyright © 2022 (CC BY 4.0) CipherHistory.com 20
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M-94 Key Space

APer Kerckhoffs 6 Pr i nci pleeemymsysu deece,
then key space = (#wheels)!

A Key space first calculated by Thomas Jefferson
A36! = fi372 with 39 cyphers [zer
A 138 bit key
ADid Jefferson beat Kerckhoffs to his principal?

A Probably not, Jefferson advised using different wheel
settings with different correspondents

A For M-94 key space = 25! = 2783 (or an 83 bit key)

But, this key space has been incorrectly calculated
for over 220 years!

M-94 Cylinder Cipher Copyright © 2022 (CC BY 4.0) CipherHistory.com 21
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M-94 Key Space

Key space has been incorrectly calculated for over 220 years'!

Correct key space will be disclosed today (10/3/20)
for the first time

A Key space is reported everywhere as #wheels!
ABut, key space is actually (#wheels)! X (# letters on wheels - 1)

A (#letters on wheels - 1) is the offset, which in not sent and left
as an exercise for user (find the message among the gibberish)

AKey space was claimed to be 83 bits, but is really:
A 25! X 25 = 88 bits

A Greater than Enigma (76 bits) or DES (56 bits) i (but easier
to break)
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M-94 Acceptance by US Army

A Mauborgne sent 25 messages to William F.
Friedman at Riverbank Labs and Herbert O.
Yardley at Ml -8 on 4/23/18 for cryptanalysis

A Alphabets not provided

A Alphabets selected by Mauborgne to
Increase cryptologic strength, but could not
resi st maki ng afmiathedsios k
and nYo disk say nFrid

A Messages were not solved after 6 months, e, ‘e 7
even with a hint and de si@ephd Mubordrer 1 €
book on a solution to cylinder ciphers

A M-94 was approved for use by the Army on  4/16/1921
A Instructional manual published on Feb. 1922

A Total of 9,432 devices were manufactured
A 8/9/1943 the M-94 was declared obsolete, replaced by M-209
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Maubor gneos

Chall enge

A 25 messages of 25 characters, all used same key, different offset

AHi nt was gi ven,

A Chlorine and oxygen have not b
A Where did you meet each other
A Drink this potion quickly for

A Well make me the same shape but

A Cyanogen is a colorless gas in
A Phenols are benzene derivati
A Xylonite and artificial  ivor

A | went to a new theatre the Pala
A Picric acid is explosive and i
A Llangollen is a town in Wales a
A Yvette going shopping
A Orthophosphoric is a compo

A Caoutchouc is closely allied
M-94 Cylinder Cipher

one imesPage

A Olefiant gas ethene or ethyle
A See the terrible tank tackle a

A It is a thin limpid liquid that
Alfitis insoluble in water it i

A Silver has been known from rem
A Hot concentrated sulfuric a

A Small coefficient of expansi

A Palladium possesses a power o

A Absorbing and condensing  thi
A Compounds of platinum form  tw
A Gold occurs widely distribut

A Oxydation caused by it probab

Copyright © 2022 (CC BY 4.0) CipherHistory.com 24
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Was Mauborgne Deceptive?

Aln 1941, after Mauborgne retired, Friedman
asked for solution to M -94 challenge messages

A Friedman complained to Mauborgne, who
blamed an assistant, a Major Fowler!

ATheM-94 was Mauborgneds d
he would have let an assistant decide the
challenge messages without his approval

A Col. Fabyan of Riverbank, said in a 1919 letter

Qe R e
ki B e alidine o

regarding a running -key challenge, n O upast * William F: Friedman
experienceisthat Col onel Mauborgne wil |l dc

put one over on Riverbank and thisis notourideaofco -oper at |

Aln 1917, Yardley complained that a Mauborgne/ Hitt iunbr e ak a
running-k ey ci pher test of 6 messages
names, only one conjunction, 2 1In
amessage about a shipment of Dbananas!

A But afterwards, Yardley said Mauborgne acted honorably and
quickly had the running -key cipher discontinued (1918)
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Was Mauborgne Deceptive?

A Was Mauborgne deceptive in his test messages i Of Course!
ADi d Mauborgnedés deceptiioesl have a

A Before WW1, only ciphers in use were the  Vigen ére, Playfair , and
codes I Mauborgne knew all were vulnerable

AfVigenérecan be deciphered faster tt
APlayfair solution was published by Mauborgne in 1914
A Codes not appropriate for battlefield use, but were used anyway

A Mauborgne knew the M -94 would be a stronger cipher than the
Vigen ere disk and wanted it approved by the Army

A So, did Mauborgne use the prototype M -94s during WW1 by the
Army attach es, or others before Army approval?

AWe have no proof, but that may be disclUosed in the future
AThere are multiple prototypes in existence

AFri edman notes fAunauthorized cir
WW1o0 and -9i4 hwadM adopted by the S
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Prototypes with Changeable Alphabets

_ U.S. Army M-136

M-136 Cipher M-137 Cipher

A Late in 1933, prototypes were designed to allow a change of
alphabets, to address the greatest cryptologic weakness

A M-136, designed by Friedman, was never used

AM-137, designed by Lt. Smellow of the Navy, was complex and
unwieldy, and had limited use for only 3 years by the Navy

AM-138, Hi t sindpker design from 1915 became the model adopted
for changeable alphabets 1n 1934
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M-138 Strip Cipher

“"ﬂ Original Model of Eiphsr Devl
1934 M-138 Strip Cipher i wtsi

Hade by Coptain Parker Hitz, Ier,

L= | Parker Hitt 1916 Hitt Strip Cipher

A Parker Hitt pursued the strip cipher version, first deployed on July
9, 1934 (M-138), but used decades earlier for cryptanalysis

A Used 25 strips of mixed alphabets, later M -138-A used 30 strips out
of 100 available

A Advantage over cylinder cipher is ease of having more/changeable
alphabet strips
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